Case Study

Honeywell Specialty Materials Facility
Geismar, Louisiana
The Client:
The Honeywell Specialty Materials facility in Geismar, Louisiana, was constructed in
1967 and is located on the Mississippi River. The site comprises 1,900 acres and is
occupied by Honeywell, as well as four other companies with Honeywell as host to
provide services such as power. Honeywell employs approximately 275 at the site,
with another 85 contractors on site at any given time. Counting the other companies,
employment at the site is more than 1,000. As host, Honeywell is responsible for the
perimeter security of the entire site, as well as the security of the Honeywell facility itself.
Honeywell produces several chemical products at the site including hydrofluoric acid,
fluorocarbon refrigerants and Alcon™ Resin.
“Having the security system totally integrated with process control is what makes
this project best in class. If there is ever an incident on site, everyone (security and
process employees) knows about the incident in real-time. We are now able to get
the right information out to the right people quickly and go into action immediately.
This reduces risk enhancing not only security, but safety.”
Bill Lessig, Plant Manager,
Honeywell Specialty Materials, Geismar
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and process operations. By integrating
process control, automation and security
systems at the facility, it boasts one of the
most advanced integrated systems
deployed today, reducing risk and
increasing safety preparedness. Current
capabilities and benefits include:
• Identify and control who enters and
exits the facility
• Track movements of building occupants
and assets
• Control access to restricted areas

In recent years, the concept of safety has
expanded beyond safe production to
include security. In early 2004, the U.S.
Department of Homeland Security (DHS)
advised that refineries and chemical plants
were, and continue to be, potential
terrorism targets. The new reality of the
post-9/11 world has given momentum to
industry and government initiatives aimed
at enhancing the security of industrial
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• Track and locate equipment, products
and other resources
• Track the location of personnel on site
in the event of an incident
• Integrate control and security systems for
greater speed and efficiency
• Protect process automation networks and
systems from cyber threats
• Integrate vital waterway and dock
monitoring through a radar system
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• Respond proactively to alarms and events
• Share data to generate cost savings

Honeywell integrates security
and process control.

and background checks were run on all
employees. But given the importance of
the facility and the type of materials
produced, Honeywell decided that a
further upgrade was warranted. It was
determined the best solution would be to
integrate security with process control.
Prior to this, the site had a very small third-
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party security contract to maintain its

Access control secures hazardous or
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The Solution:
Honeywell leadership decided to develop a

Honeywell’s plant security solution can be

layered solution that connects process

viewed in four ways based on the ability

control with physical security at the plant,

to detect, deter, prevent and mitigate

creating visibility at the enterprise level and
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the line of sight necessary to meet new
threat prevention and response
requirements. “We were in a unique
situation to use Honeywell’s own products
and services, and apply open technologies
to achieve a true industrial-strength security
solution,” said Lessig.

After the initial investment in access control,
perimeter protection and surveillance,
Honeywell assessed what advanced
security technology could be applied to
enhance security, improve safety and
provide a real return on investment.

Honeywell’s explosion-proof dome
cameras are designed for gaseous,
industrial environments.

The first step was a Site Vulnerability
Assessment to determine possible gaps in
the plant’s overall security. The general
outcome was a recommended layered
security approach-physical security (access
control/perimeter protection), electronic
(video surveillance/intrusion detection)
and cyber.
Since Honeywell’s building and process

“The real challenge after implementation was figuring
out how to measure ROI from an integrated security
solution. We developed a solution that communicates
in real-time. It merges data to create more robust
knowledge that enables faster, more efficient actions
with fewer resources.”

control systems share the same distributed

Bill Lessig,
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server architecture, the company was able
to tightly integrate physical and cyber
security with process control. This scalability
can work in all sizes of facilities with

Lessig continued, “The real challenge after

different types of hazards and risk levels.

implementation was figuring out how to
measure ROI from an integrated security

After the 16-month project, Lessig said the
site now has an excellent way to reduce risk
and improve the safety of the entire facility
and surrounding community. At the same
time, the security personnel at the Geismar

solution. We developed a solution that
communicates in real-time. It merges data
to create more robust knowledge that
enables faster, more efficient actions with
fewer resources.”

site now have the best technology possible
to prevent, detect, deter and respond
quickly to a wide range of security threats
and breaches.
Because of Honeywell’s unique combination
of businesses and integrated architecture,
Geismar has become a test bed for
industrial security products and services.
The solution at Geismar is the prototype of
what many believe is the next generation in
plant security – a fully integrated process
and security solution that improves
response times to safety and security
incidents.

By identifying and controlling who
enters and exits the facility, the site is
better protected.

The Benefits:
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More Information:
Honeywell International is a $30 billion diversified technology and manufacturing leader, serving customers worldwide with aerospace
products and services; control technologies for buildings, homes and industry; automotive products; turbochargers; specialty chemicals;
fibers; and electronic and advanced materials. Based in Morris Township, NJ, Honeywell’s shares are traded on the New York, London,
Chicago and Pacific Stock Exchanges. It is one of the 30 stocks that make up the Dow Jones Industrial Average and is also a component
of the Standard & Poor’s 500 Index. For additional information, on Honeywell’s Industrial Security Solutions, please visit
www.securityhoneywell.com/industrial
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